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Ubuntu LinuxO O OFirewallDO OO0 ufw OO0 OO0OOY]
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e SSH(TCP/22)0 0D ODOOOOODODO
e JO0DOOOOODODOODCDROP

gobooobbooobbooonoo

ufw 00 0O

oooooon

O0O00oOoooQgrirewallD000D00CO0O0ODOO
goboooobobooooo

userl@plum:~$ sudo ufw status
[sudo] password for userl:
Status: inactive
userl@plum:~$

iptables0 00000000 COCOO0ODOOOO0ODOOOOOODOOOOODO

userl@plum:~$ sudo iptables-save

# Generated by iptables-save v1.4.18 on Mon Mar 31 11:05:50 2014
*nat

: PREROUTING ACCEPT [1247:244112]

: INPUT ACCEPT [38:5046]

:OUTPUT ACCEPT [1:76]

:POSTROUTING ACCEPT [1:76]

COMMIT

# Completed on Mon Mar 31 11:05:50 2014

# Generated by iptables-save v1.4.18 on Mon Mar 31 11:05:50 2014
*mangle

: PREROUTING ACCEPT [1728:287458]

: INPUT ACCEPT [519:48392]

: FORWARD ACCEPT [0:0]

:OUTPUT ACCEPT [327:37342]

:POSTROUTING ACCEPT [327:37342]

COMMIT

# Completed on Mon Mar 31 11:05:50 2014

# Generated by iptables-save v1.4.18 on Mon Mar 31 11:05:50 2014
*filter

: INPUT ACCEPT [526:48756]

: FORWARD ACCEPT [0:0]

:OUTPUT ACCEPT [334:38266]
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COMMIT
# Completed on Mon Mar 31 11:05:50 2014
userl@plum:~$

“filter DO O0O00DOOOOOOOQNPUT/FORWARD/OUTPUT O O OO “ACCEPT" O OOODOCODO
000 Firewall DD 0000000000000O0O

ogooooon

0000000000000 0uiwOODOOODOOOQsshOODODOODOO0Oooooooooooo
gdodouoooooog
gbobogobooobobooon

e INPUTOOOOUOODOOOQO=DENY (D OODODOOOOD:0000D00)
essh=000000

userl@lum:~$ sudo ufw default DENY
Default incoming policy changed to 'deny
(be sure to update your rules accordingly)
userl@lum:~$ sudo ufw allow ssh

Rules updated

Rules updated (v6)

userl@plum:~$

ufw DO OO0oOdoooooo
userl@plum:~$ sudo ufw status
Status: inactive

userl@plum:~$

O0000000000D000O “inactive"000O0O0ODO

ufw O OO

sshOODOODO0D0o0O00oooo0ooooooooufwODOoOOoOooooOooOoo

userl@plum:~$ sudo ufw enable

Command may disrupt existing ssh connections. Proceed with operation (y|n)?
y

Firewall is active and enabled on system startup

userl@plum:~$

ufw OO Oooooooo
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userl@plum:~$ sudo ufw status
Status: active

To Action From
22 ALLOW Anywhere
22 ALLOW Anywhere (v6)

userl@plum:~$

20o0gdobdgobooboobbooobobooaon

O000000Diptables0 00000000000 OODOOOODOOO

userl@plum:~$ sudo iptables-save

# Generated by iptables-save v1.4.18 on Mon Mar 31 11:22:36 2014
*nat

: PREROUTING ACCEPT [2375:465583]

: INPUT ACCEPT [69:9297]

:OUTPUT ACCEPT [1:76]

:POSTROUTING ACCEPT [1:76]

COMMIT

# Completed on Mon Mar 31 11:22:36 2014
# Generated by iptables-save v1.4.18 on Mon Mar 31 11:22:36 2014
*mangle

: PREROUTING ACCEPT [3492:558411]

: INPUT ACCEPT [1199:103509]

: FORWARD ACCEPT [0:0]

:OUTPUT ACCEPT [775:93716]

:POSTROUTING ACCEPT [775:93716]

COMMIT

# Completed on Mon Mar 31 11:22:36 2014
# Generated by iptables-save v1.4.18 on Mon Mar 31 11:22:36 2014
*filter

: INPUT DROP [5:272]

: FORWARD DROP [0:0]

:OUTPUT ACCEPT [0:0]

:ufw-after-forward - [0:0]
:ufw-after-input - [0:0]
:ufw-after-logging-forward - [0:0]
:ufw-after-logging-input - [0:0]
:ufw-after-logging-output - [0:0]
:ufw-after-output - [0:0]
:ufw-before-forward - [0:0]
:ufw-before-input - [0:0]
:ufw-before-logging-forward - [0:0]
:ufw-before-logging-input - [0:0]
:ufw-before-logging-output - [0:0]
:ufw-before-output - [0:0]
:ufw-logging-allow - [0:0]
:ufw-logging-deny - [0:0]
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:ufw-not-local - [0:0]

:ufw-reject-forward - [0:0]

:ufw-reject-input - [0:0]

:ufw-reject-output - [0:0]

:ufw-skip-to-policy-forward - [0:0]

:ufw-skip-to-policy-input - [0:0]

:ufw-skip-to-policy-output - [0:0]

:ufw-track-input - [0:0]

:ufw-track-output - [0:0]

:ufw-user-forward - [0:0]

:ufw-user-input - [0:0]

:ufw-user-limit - [0:0]

:ufw-user-limit-accept - [0:0]

:ufw-user-logging-forward - [0:0]

:ufw-user-logging-input - [0:0]

:ufw-user-logging-output - [0:0]

:ufw-user-output - [0:0]

-A INPUT -j ufw-before-logging-input

-A INPUT -j ufw-before-input

-A INPUT -j ufw-after-input

-A INPUT -j ufw-after-logging-input

-A INPUT -j ufw-reject-input

-A INPUT -j ufw-track-input

-A FORWARD -j ufw-before-logging-forward

-A FORWARD -j ufw-before-forward

-A FORWARD -j ufw-after-forward

-A FORWARD -j ufw-after-logging-forward

-A FORWARD -j ufw-reject-forward

-A OUTPUT -j ufw-before-logging-output

-A OUTPUT -j ufw-before-output

-A OUTPUT -j ufw-after-output

-A OUTPUT -j ufw-after-logging-output

-A OUTPUT -j ufw-reject-output

-A OUTPUT -j ufw-track-output

-A ufw-after-input -p udp -m udp --dport 137 -j ufw-skip-to-policy-input
-A ufw-after-input -p udp -m udp --dport 138 -j ufw-skip-to-policy-input
-A ufw-after-input -p tcp -m tcp --dport 139 -j ufw-skip-to-policy-input
-A ufw-after-input -p tcp -m tcp --dport 445 -j ufw-skip-to-policy-input
-A ufw-after-input -p udp -m udp --dport 67 -j ufw-skip-to-policy-input
-A ufw-after-input -p udp -m udp --dport 68 -j ufw-skip-to-policy-input
-A ufw-after-input -m addrtype --dst-type BROADCAST -j ufw-skip-to-policy-
input

-A ufw-after-logging-forward -m limit --limit 3/min --limit-burst 10 -j LOG
--log-prefix "[UFW BLOCK] "

-A ufw-after-logging-input -m limit --limit 3/min --limit-burst 10 -j LOG --
log-prefix "[UFW BLOCK] *

-A ufw-before-forward -j ufw-user-forward

-A ufw-before-input -i lo -j ACCEPT

-A ufw-before-input -m state --state RELATED,ESTABLISHED -j ACCEPT

-A ufw-before-input -m state --state INVALID -j ufw-logging-deny
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-A
-A
-A
-A
-A
-A
-A
-A
-A
-A

ufw-before-input
ufw-before-input
ufw-before-input
ufw-before-input
ufw-before-input
ufw-before-input
ufw-before-input
ufw-before-input
ufw-before-input
ufw-before-input

ACCEPT

-A ufw-before-input -j

-m state --state INVALID -j

-p icmp -m
-p icmp -m
-p icmp -m
-p icmp -m
-p icmp -m

icmp
icmp
icmp
icmp
icmp

--icmp-type
--icmp-type
--icmp-type
--icmp-type
--icmp-type

DROP
3 -j ACCEPT
4 -j ACCEPT
11 -j ACCEPT
12 -j ACCEPT
8 -j ACCEPT

-p udp -m udp --sport 67 --dport 68 -j ACCEPT

-j ufw-not-

local

-d 224.0.0.251/32 -p udp -m udp --dport 5353 -j ACCEPT
-d 239.255.255.250/32 -p udp -m udp --dport 1900 -j

-A ufw-before-output -o lo -j ACCEPT
-A ufw-before-output -m state --state RELATED,ESTABLISHED -j ACCEPT
-A ufw-before-output -j ufw-user-output
-A ufw-logging-allow -m limit --limit 3/min --limit-burst 10 -j LOG --log-
prefix "[UFW ALLOW] "
-m state --state INVALID -m limit --limit 3/min --limit-

-A

ufw-logging-deny

burst 10 -j RETURN

-A

ufw-logging-deny

prefix "[UFW BLOCK]

-A
-A
-A
-A
-A
-A
-A

-A

ufw-not-local -m
ufw-not-local -m
ufw-not-local -m
ufw-not-local -m
ufw-not-local -j

ufw-user-input

-m limit --limit 3/min --limit-burst 10 -j LOG --log-

addrtype --dst-type LOCAL -j RETURN

addrtype --dst-type MULTICAST -j RETURN
addrtype --dst-type BROADCAST -j RETURN
limit --limit 3/min --limit-burst 10 -j ufw-logging-deny

DROP

ufw-skip-to-policy-forward -j DROP
ufw-skip-to-policy-input -j DROP
ufw-skip-to-policy-output -j ACCEPT
ufw-track-output -p tcp -m state --state NEW -j ACCEPT
ufw-track-output -p udp -m state --state NEW -j ACCEPT
ufw-user-input -p tcp -m tcp --dport 22 -j ACCEPT

ufw-user-input -p udp -m udp --dport 22 -j ACCEPT

ufw-user-limit -m limit --limit 3/min -j LOG --log-prefix "[UFW LIMIT
BLOCK] *
-A ufw-user-limit -j REJECT --reject-with icmp-port-unreachable
-A ufw-user-limit-accept -j ACCEPT
COMMIT
# Completed on Mon Mar 31 11:22:36 2014
userl@plum:~$

O0000000sshOOO00000000D00O0000O00O00ooooo

-A ufw-user-input -p tcp -m tcp --dport 22 -j ACCEPT
-A ufw-user-input -p udp -m udp --dport 22 -j ACCEPT

gbobooozz20bbodobooobbooobbooobbuoooboa
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