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Azure loT Edge O O 00 O O (Using Azure loT
Edge)

AzureloTEdge D0 D ODOODO0 DODOOODO DODOOQOMA-X3xxODOOOOOOO Azure loT
HubOOOoOOOoOoOooOod

(English) Connect MA-X3xx series devices to Azure 1oT Hub using Azure IoT Edge Runtime Deployed
Firmware.

00000000000 000000000 LinuxO loTEdgeO OO OODOOOODOOODOOOOO
OO0 -Micresoft 000 OODOOOOO

% (English) For detailed documentation, see Create and provision an loT Edge device on Linux using
symmetric keys - Microsoft

Step 1[]Prerequisites

gddddddodoododoooduuugguo

e AzureD 0O 00O
e Azure Portal0 0O OO O
-AzureIoTEdgeDDDDDDDDD gododoood

(English) You should have the following items ready before beginning the process:

e Create an Azure account
e Sign up to Azure Portal
¢ |nstall Azure-loT aware Firmware

Step 2[]Prepare your Device

210 00000b0o0boboo0ooagn

(English) 2.1: Download the firmware.

AzureloTEdge 00O O00OOOOO0 ODOOOO0OOO0 ODODOOODOOOOODOOODOOODOOMA-X3xx
gbdooooooodoooooooon

(English) Download the firmware from the Azure loT Edge Runtime Deployed Firmware , install it on
the MA-X3xx and reboot.
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220 000000000000000b 0

(English) 2.2: Firmware installation and restart

sftpO0 000000000000 000D00C000DOOO00O0OoooOoOoooOgrooto0d “firmup” O
gooooooobod

(English) Prepare the files by transferring the firmware to the actual device by sftp or other
means.Execute the “firmup” command as root.

root@plum:~# firmup /tmp/firmware.img

### MA-E3xx series firmware update utility (for 2-area firmware).
Updating AREA: 0 ...

* image file for kernel found.

writing "kernel" image to /dev/mtdblock2 ... succeeded.
* image file for kmod found.

writing "kmod" image to /dev/mtdblock6 ... succeeded.
* image file for initramfs found.

writing "initramfs" image to /dev/mtdblock4 ... succeeded.
* image file for rootfs found.

writing "rootfs" image to /dev/mtdblock8 ... succeeded.
* DTB file found.

writing "dtb" image to /dev/mtdl5 ... succeeded.
* Bootloader file found.

writing "barebox.bin" image to /dev/mtdl3 ... succeeded.
Succeeded.

0 0000000000000 UoUUUoo o
goopooogooogoboooboooooboooooog
% (English) Since various accounts are added, it is safer to initialize the overlay area if it is installed in

an environment where work was being done to add accounts.

230 00000404d

(English) 2.3 Network Configuration

Azure 00 O0D00O0ODODOOO0DOODOODOODOODO@EIOOODOOOODOOOQODNSOO)YOODOODO
ogooog
(English) Configure network settings (default gateway, DNS, etc.) as appropriate to enable connection

to Azure.

MA-X3xx OOOOOEthernet D0 OO0 O0OO0O0O0OO0OODOOOO
(English) This is the setting screen when using Ethernet for the MA-X3xx series.
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Step 3: Manual Test for Azure IoT Edge on device

3.1: Register your device

AzurePortal DO O OODOOOQleTHubOODOOODOO
(English) Sign in to Azure Portal and navigate to loT Hub.

) & mroy—ez-viao <

€ 2> C O & https://portalazure.com/#allservices/category/intemet%2 0of% 20things
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(English) Select the 1oT Hub you wish to connect to, select Devices from the menu, and click Add
Device.
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= Microsoft Azure R UV=R, Y—EZA, FFxaXAr 08RG+
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Jdobtooobbuo oobb ooobood
A000000 00000000000

(English) On the Create Device page, enter the following information

1.(English) Device ID (arbitrary name, let's use ma-x3xx-01 in this example)
2.(English) Check the loT Edge Device checkbox.

3.(English) Select the Symmetric key as the “Authentication Type”.
4.(English) When you are done, click Save.
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(English) Added.
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3.2: Obtaining provisioning information

ooobobooobobobooobobooooo leTODODUOOD IDODUOODUODODDOUODO

goog
oo UUoU o
(English) When you are ready to configure a device, you will need a connection string that links the

device to its identity within the loT hub.
(English) For devices that authenticate using symmetric keys, the connection string can be copied on
the portal.

0000 000000000 oooo ipbooooooo
(English) On the Device page, select a Device ID from the list.
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(English) Copy the value of either the primary or secondary connection string.
%(English) Both keys work.

= Microsoft Azure R UVY=R, H—ER. FF1xX>+OEE(GH)

FATOH—E R > loT Hub > MA-Series | /%1 2

ma-x3xx-01 =

MA-Series

CEVI—LERETS b FINAREEETS [} SIS a-Ford = Faqavary O BEORRCES
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H- O | =] @& 11 I
whvEY F— O [ =] ® 11 b
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loT Hub ADEREBMCTE © CEFINOF - AP —Fa
|z O

]

3.3: Device Provisioning

MA-X3xx O OOODOOODOOO0OO000D0O000000 00000 o0oooooo
(English) Log in to the MA-X3xx device and apply the connection string you just copied.

userl@metis:~$ sudo iotedge config mp --connection-string
"PASTE_DEVICE CONNECTION STRING HERE'
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user1@metis: ~

JH)

nection-stri

OoOoOoOoooogooo
(English) Apply configuration changes.

userl@metis:~$ sudo iotedge config apply

user1@metis: ~

Z7-TILF) |EE) FT|-aNV

ation to t
Stopped!

\:I
C

[F5]

=

3.4: Checking the connection status

loTEdge DD O 0DOODDOODOOO0OO0OODOODOO0OOOODOODOOOOODOOODOOODOOOO
(English) Verify that the runtime has been successfully installed and configured on the IoT Edge
device.

userl@metis:~$ sudo iotedge system status
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user1@metkis: ~
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3.5: Check in Azure Portal

Azure 0000000000 O0DOOO0O0DOOOODODOOOODOOOOOOOOOOOOOO
OO0O00O0dO0OOIletEdge 00D O0OO0OO O O0417- O00O0ODOODOO0OODOODOOODOOOO
OO0 0000000000 \$edgeAgent I 000000000000 OO0O

(English) Check the connection status on the Azure portal. If the connection is successful, it will look
like the following

(English) Immediately after the connection is completed, the lot Edge Runtime Response will be
“417 - \$edgeAgent.

= Microsoft Azure B UV H—ER, EFaAOHESE G+

FATOH—EZ > loT Hub > MA-Series | /A4 Z >

ma-x3xx-01 = -
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EPa=JL loTEdge NFOEE F7O LH#EE

£ iR F701 THE T ZARCHE TR LOKE ®/TI=-F
$edgeAgent loT Edge & A7 4L E¥a—)1 [SHRIRTS v RN running MNA
$edgeHub £¥a—Il D NA NA NA MNA
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3.6: operation test

000000000 “Sumulated Temperature Sensor” 000000000000 O00DOODOOO
good
(English) Deploy the sample module “Sumulated Temperature Sensor “ on the device and check

its operation.

Deploying Sample Modules

goobooogooo booobooogd
(English) Click Set Modules.

P UY—2R, ¥—ER, FFaxrxOHEE (G

TATOY—EZX > loT Hub > MA-Series | 7/8-T2Z >

ma-x3xx-01 =»

MA-Series

D EUo—LABRETS |4 FEarzsEEes I FrS3TLsa—Fouy FrAR vy () BEOEHICER

THAZID @ | ma-x3xx-01

F+¥— @ [ —

thad) £— O | ............................................

FSATUESTER O | R R
EhA ) ESER O | P
loT Edge 5 49T LOEE © | A7 -- TR ZAOT 7O SEEShTLELEA

O00000000000000000000 Marketplace OO OO oOooooog
(English) Click +Add and select the Marketplace module.
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loT Edge €2 a—JL

loT Edge €S2 —JLI3, 10T Edge 7/1-1 RICF FO T4 Docker AT+ —TF. MOED2—JLEBELRED, 10TEdge S LILT—RERBELEDTIET, TAMALDETZ2 IR, LALEIZ MCED
WT T ATZDT A —2BRICAD Y FEhET, 2 51 LAULTE 10T AT THOEFIMTONTULWEMES, EV1—-LE 1 BHED 0WERETEET,

+ B v S SeaLOEE

+ 10T Edge EZa—IL

—+ Marketplace €531 —JL h

—+ Azure Stream Analytics 52—l

BEGRE

FtA-

BREY—ERORBALICIRACREIV, FEEICOVTR. FFA00—IC

N 2EEEERALEV. RESNS T2 OFEEBALTILEL,

Marketplace 0000 OO0 0O Simulated Temperature Sensor 0 0000000000
(English) Select Simulated Temperature Sensor from the Marketplace modules to add.

P Uy—2, H—EX, FEFaAr D@

FTAT -

Marketplace

IAT

pa fe e Y

E/OARZ—3v F (loT)
(73)

TR (26)

Compute (11)

Fw kP —F24 (10)
Y=L (10)
REEY—I (0

Al + Machine Leamning (6)
tTXallFor (5)

b e 1

-E'Z » loTHub > MA-Series | 7/81 X >

loT Edge €/ a2 —JL0 Marketplace

ma-x3xx-01 >

| P Marketplace & 3

FIAAQEYV1=IILEHRE LT EIL ma-x3wx-01 >

B 9ART X e P e

1EORRINI T IUE—=0HS B/ O =Fy F (loTV AD 73 & (1 545 20) DEREETLTVLET.

Azure Blob Storage on loT
Edge

Microsoft

lot Edge Modules

Azure consistent block blob
storage on loT Edge

y

Simulated Temperature
Sensor

Microsoft

lot Edge Modules

loT Edge module that simulates
a temperature sensor.

FTEAFERAS

'R &

Azure SQL Edge

Microsoft

lot Edge Modules

Azure SQL Edge module for 10T
Edge

ER &
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R U=, H—EZ. FFaX+D

Marketplace

TRT

hFdy

E/S DA Z—=F vk (loT)
(73)

1R (26)

Compute (11)

Fw bT—F2410)
EEY—JL (10)
RREY—I (10)

Al + Machine Learning (&)
TFa T (5)
AwFd—(4)

F—A—Z (4)

ihiak 110

oo U0 UUUU g

FATOH—EZ > loTHub > MA-Series | F/11 X

loT Edge €</ 2 —JL® Marketplace

» ma-x3xx-01 >

|;-‘ Marketplace %32

FINAZMES2—=ILEBE

HE gxT X

LTLEEW ma-da-01 >

FRL-—Ta 2082

1EOBRINI=F WA= 1HS E/OIF=Fy R (loTVAOTIH (1 55 20) DEREETLTVET.

Azure Blob Storage on loT
Edge

Microsoft

lot Edge Modules

Azure consistent block blob
storage on loT Edge

SOl ite

(English) Click the Review + create button.

Simulated Temperature
Sensor

Microsoft

lot Edge Modules

loT Edge module that simulates
a temperature sensor.

F1EAFERAS

EIR &

Simulated Temperanﬁa Sensor

e

Arure Securitv Center for InT

Azure SOL Edge
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Azure SQL Edge module for 10T
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ER o
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= Microsoft Azure R OUV—2, H—ER, FFaxAOHEFE(G+)

FATHOH—EZR > loT Hub > MA-Series | 7/5- 2 > ma-x3xx-01 >

TNATADES 2= ER/E L TL T L ma-x3xx-01

MA-Series
EYa=Il -+ EESIUER
AYF+— LY R OERIER
EVa—NAA—ZERALTZATF— LIARUICHLTEHBBEREHETEZY, YA LTEBERRE. — BT RLEFDEZ2-LEBETILHICERTNE Y, Bdge T—Y 2 M3, EXa—/L03Y

FF—LUARUREFRDODMSEWES, I5— J-Fsooed@ELES.

i e aA=H=% NKAT7=F

Sl ‘ |#n’r | |17’7'74=. | |/",c',r'—.h

loT Edge €a—JL

loT Edge €32 —JLI3. 10T Edge 7/5-f RICT 70 NI Docker A7+ —TF, MOEII—ILEBEELED, loTEdge S 2ALAICT—2ERELEDTEET, FTAARLDEZI—E. LANLEIZy HICBT
WTleT ATDZ+—2BlBIChD > FEnET, e, 51 LARLTE 10T NI THROBFHITOATUWEVWES, EVa—ILE 1BSBED WERETIET.

+gm v & SerrLoBRE
il BET KR
SimulatedTemperatureSensor running

.#'J.ﬁiikfﬂ?’—’?% Microsoft IZEELT. MR 4 —ER0RB8RLICCHRNCESIV, Bl 20WTR. TSN —ICHTSFEBEE SRS LSV, NEINST—XOHEEEBRL TSV,

RES SR

JSONO 0000000000000 DO000DD00Doo0 oooOooooooooo
(English) Click the Create button on the Deploy Configuration screen described in JSON.
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Microsoft Azure

TATHH—EZR > loTHub > MA-Series | F/51 R

R UV, H—ER. FFax>OEEG+)

ma-x3xx-01 >

FTNATADES 2= EHRELTLIEE LY ma-x3xx-01

MA-Series
EYa-L  L—F

D) WEHCHL % LT

EKE

RS &L UERL

FOFFAL Ry sRCE. EEFETIOMDRTFERET

11
12
13

38 }

"edgeAgent”: {
"settings": {
“image": "mcr.microsoft.com/azureiotedge-agent:1.4"

1,
"type”: "docker”

N
"edgetub"; {
"restartPolicy”: "always”,
"settings": {
"image": "mcr.microsoft.com/azureiotedge-hub:1.4"
"createOptions": "{\"HostConfig\":{\"PortBindings\":{\"443/tcp
L
"status": "running",
"type”: "docker”
}
1,
"modules”: {
"SimulatedTemperatureSensor”: {
"env": {},
"restartPolicy”: "always”,
"settings": {
“image": "mcr.microsoft.com/azureiotedge-simulated-temperature
1,
"status": "running",
"“type": "docker"

}

1
"$edgetub”: {
"properties.desired”: {

"schemaVersion": "1.1",

PO U YT PG PR B &

\":[{\"HostPort\":\"443,"}],\"5671/tep\": [{\ "HostPort\":\"5671\"}],

-sensor”

T

Confirmation of operational status

doooooobooooooooobooooooooo
O00000 00000000 0000000000 ooooogioTEdge D0 DOOOOO0OO O
“200 - OK” O O O O \$edgeHub 0 SimulatedTemperatureSendor 1 OO0 000000
O0'running” OO0 O0O0OO0OO0OO0ODOOOOOOO
(English) Once deployed, you will be returned to the device page.

(English) After a while, click Update to refresh the status, and you will see that the “loT Edge
Runtime Response” is “200 - OK” and that the \$edgeHub and SimulatedTemperatureSendor
modules have been added and are “running”. The “Runtime Response” is “200 - OK".
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16T Hub ADESEBEMCTE O ® mwe O saie
B}F/AT2 O

E¥a—J)l loTEdge NF QR F7O7 R

il R 7701 THRE TIAABNCHE S2R1LORE #®TI-F
SedgeAgent loT Edge 257 L E¥a—IL ~ v running NA
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