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MA-SIxx OO0 OMA-X3xx 0O 0 000 MA-E3xxO O O O O Ver5.0.00 O O O [JFirewall(iptables) O

OOOAlpineWall’ D OOOOO0ODOOO

WebUl Firewall OO0 OO0 O000OD0O0OO0OOOOO

oo

O0D0O00000 /etc/awall/[optional, private] DO DO OO0O

root@gemini:/etc/awall# 1s -1R

total 0

lrwxrwxrwx 1 root root 29 Nov 15
/etc/awall/optional/main. json
drwxr-xr-x 2 root root 32 Nov 18
drwxr-xr-x 2 root root 102 Jul 20
./optional:

total 1

-rw-r--r-- 1 root root 143 Nov 18
./private:

total 3

-rw-r--r-- 1 root root 471 Nov 18
-rw-r--r-- 1 root root 20 Nov 15
-rw-r--r-- 1 root root 197 Nov 15
-rw-r--r-- 1 root root 20 Nov 15
-rw-r--r-- 1 root root 161 Jul 20

2019

2019
2020

2019

2019
2019
2019
2019
2020

main.json ->

optional
private

main.json

base.json
dnat.json
filter.json
snat.json
zone.json

zone.json0 0000000000 0ODOOO0ODOOOOODODOOO

zone.json
{
"description": "Base zones",
"zone": {
"WAN": { "iface": [ "ppp0",
"LAN": { "iface": [ "etho",
}
}

Ilppplll’ Ilusboll’

IlbrOII ,

n ppp100" ,

"wlan0"

1},
wg+" ] }
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base.json0000000O00OOOOQACCEPT,DROPOD))0OODODODOO

base.json
{

"description": "Base policies",

"zone": {
"Closed" { "iface": [ "ppp500", "ppp501" ] }

},

“policy": [
{ Ilinll : Il_.fWII , Ilou.tll : IIWAN n , Ilactionll : Ilacceptll }’
{ "in": "LAN", "action": "accept" },
{ "out": "LAN", "action": "accept" },
{ "in": "WAN", "action": "drop" },
{ "in": "Closed", "action": "accept" },
{ "out": "Closed", "action": "accept" }

15

"snat": [
{ "out": [ "WAN", "Closed" ] }

1,

"clamp-mss": [
{ "out": [ "WAN", "Closed" ] }

]

}

filter.json0 000000000000 0ODOOOOOODOO

filter.json
{
"description": "Filter",
"filter": [
{
"in": "WAN",
"out": " fw",
"service": "ssh",
"action": "accept”,
"conn-limit": { "count":
}
]
}

3,

"interval": 20 }
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OO000 iptables rule

000000000000 iptablesrule0 0000000000

# Completed on Thu Dec 23 18:03:47 2021

# Generated by iptables-save v1.8.4 on Thu Dec 23 18:03:47 2021

*filter

: INPUT DROP [0:0]

: FORWARD DROP [0:0]

:OUTPUT DROP [0:0]

:icmp-routing - [0:0]

:limit-ssh-0 - [0:0]

:logdrop-0 - [0:0]

:logdrop-ssh-0 - [0:0]

-A INPUT -m conntrack --ctstate ESTABLISHED -j ACCEPT
-A INPUT -i lo -j ACCEPT

-A INPUT -i ppp0 -p tcp -m tcp --dport 22 -j limit-ssh-0
-A INPUT -1i pppl -p tcp -m tcp --dport 22 -j limit-ssh-0
-A INPUT -i wlan@ -p tcp -m tcp --dport 22 -j limit-ssh-0
-A INPUT -i usb@ -p tcp -m tcp --dport 22 -j limit-ssh-0
-A INPUT -i ppp0 -p tcp -m tcp --dport 80 -j ACCEPT

-A INPUT -i pppl -p tcp -m tcp --dport 80 -j ACCEPT

-A INPUT -i wlan® -p tcp -m tcp --dport 80 -j ACCEPT

-A INPUT -i usbO -p tcp -m tcp --dport 80 -j ACCEPT

-A INPUT -i pppO -p udp -m udp --dport 23081 -j ACCEPT
-A INPUT -i pppl -p udp -m udp --dport 23081 -j ACCEPT
-A INPUT -i wlan® -p udp -m udp --dport 23081 -j ACCEPT
-A INPUT -i usb@ -p udp -m udp --dport 23081 -j ACCEPT
-A INPUT -p icmp -j icmp-routing

-A INPUT -i eth® -j ACCEPT

-A INPUT -i br@ -j ACCEPT

-A INPUT -i pppl00 -j ACCEPT

-A INPUT -i wg+ -j ACCEPT

-A INPUT -1i ppp0 -j logdrop-0

-A INPUT -i pppl -j logdrop-0

-A INPUT -i wlan® -j logdrop-0

-A INPUT -i usb@ -j logdrop-0

-A INPUT -i ppp500 -j ACCEPT

-A INPUT -1i ppp501 -j ACCEPT

-A FORWARD -m conntrack --ctstate ESTABLISHED -j ACCEPT
-A FORWARD -p icmp -j icmp-routing

-A FORWARD -i eth® -j ACCEPT

-A FORWARD -i br® -j ACCEPT

-A FORWARD -i pppl00 -j ACCEPT

-A FORWARD -i wg+ -j ACCEPT

-A FORWARD -0 ethO -j ACCEPT

-A FORWARD -0 br® -j ACCEPT

-A FORWARD -0 pppl00 -j ACCEPT

-A FORWARD -0 wg+ -j ACCEPT

-A FORWARD -i ppp0O -j logdrop-0
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-A FORWARD -i pppl -j logdrop-0
-A FORWARD -i wlan@ -j logdrop-0
-A FORWARD -i usbO -j logdrop-0
-A FORWARD -i ppp500 -j ACCEPT

-A FORWARD -i ppp501 -j ACCEPT

-A FORWARD -0 ppp500 -j ACCEPT

-A FORWARD -0 ppp501 -j ACCEPT

-A OUTPUT -m conntrack --ctstate ESTABLISHED -j ACCEPT
-A OUTPUT -o lo -j ACCEPT

-A OUTPUT -p icmp -j icmp-routing
-A OUTPUT -o ppp0O -j ACCEPT

-A OUTPUT -o pppl -j ACCEPT

-A OUTPUT -o wlan® -j ACCEPT

-A OUTPUT -o usb0® -j ACCEPT

-A OUTPUT -o eth® -j ACCEPT

-A OUTPUT -o bro -j ACCEPT

-A OUTPUT -o ppplO0 -j ACCEPT

-A OUTPUT -o wg+ -j ACCEPT

-A OUTPUT -o ppp500 -j ACCEPT

-A OUTPUT -o ppp501 -j ACCEPT

0og

DNAT(Port Forwarding)

WANOODO TCP/10080 00D O0ODOOOOLANDOO 1921682531800 000000000000
good

private/dnat.json

{
"dnat": [
{
Ilinll : IIWAN n )
"service": {
Ilprotoll: llthII’
"port": "10080"
}
“to-port": 80
}
]
}

awall 0O 0O0ODOOO
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root@gemini:/# awall activate -f
ipset creation failed: awall-masquerade

iptables0 00000000 COOO PREROUTINGOOODOOOODOOOODOOODOOOOOOOO

*nat

:PREROUTING ACCEPT [0:0]

: INPUT ACCEPT [0:0]

:OUTPUT ACCEPT [0:0]

:POSTROUTING ACCEPT [0:0]

rawall-masquerade - [0:0]

-A PREROUTING -i pppO -p tcp -m tcp --dport 10080 -j DNAT --to-destination
192.168.253.1:80

-A PREROUTING -i pppl -p tcp -m tcp --dport 10080 -j DNAT --to-destination
192.168.253.1:80

-A PREROUTING -i usbO -p tcp -m tcp --dport 10080 -j DNAT --to-destination
192.168.253.1:80

-A PREROUTING -i wlan@ -p tcp -m tcp --dport 10080 -j DNAT --to-destination
192.168.253.1:80

LLaog

1)

Alpine Linux 00000000 firewall OO
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