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WireGuard QuickStart D D OO0 O0Q0QOO0OoOoOoooon

root@server:/etc/wireguard# umask 077
root@server:/etc/wireguard# wg genkey | tee privatekey | wg pubkey >

publickey

root@server:/etc/wireguard# ls -1

total 8

-rW------- 1 root root 45 May 30 13:56 privatekey <--- 00O
-rW------- 1 root root 45 May 30 13:56 publickey <--- 00O

gobogobobooobboonooooon

/etc/wireguard/privatekey

eJIfe+fVRyhAHf1IKNOIyKLTauAgpwoOLbqqgFXP/0Y=

/etc/wireguard/publickey

DPxHokFmmbPcTj TmRFVVMw2emP3m+jvP2fYcN/wzzhk=

gbooooanb

OOO0OOMA-BEISOOODOOODOOOOODOOO

root@plum:/etc/wireguard# umask 077
root@plum: /etc/wireguard# wg genkey | tee privatekey | wg pubkey > publickey
root@plum: /etc/wireguard# ls -1

total 8
“rW------- 1 root root 45 May 30 14:03 privatekey
-rW------- 1 root root 45 May 30 14:03 publickey

ugobogobooodbobooob- oobobooobood

/etc/wireguard/privatekey

gDDRpKGXCGQUIGV76rH5hT/5MkOVXtZSqKouAsMpO3U=
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/etc/wireguard/publickey

Ysc6tYtcfuHwkpkzlwXkQxNBnq7+DJ0cOh+xYRIwymo=

gooogoooo
“‘wg0" 0 0000000000000

googo

/etc/wireguard/wg0.conf

[Interface]
#O00OOOOOOO

PrivateKey = eJIfe+fVRyhAHf1IKNOIyKLTauAgpwoOLbqqgFXP/0Y=
Address = 10.100.0.1
ListenPort = 51820

[Peer]

#O0000000000

PublicKey = Yscb6tYtcfuHwkpkzlwXkQxNBnq7+DJ0cOh+xYRIwymo=
AllowedIPs = 10.100.0.10/32

gooooon

/etc/wireqguard/wg0.conf

[Interface]
#O00O0OOOOOOOO

PrivateKey = gDDRpKgXCGQuIGv76rH5hT/5MkOvxtZSqKouOsMp0O3U=
Address = 10.100.0.10

[Peer]

#00000000

PublicKey = DPxHokFmmbPcTjTmRFVVMw2emP3m+jvP2fYcN/wzzhk=
EndPoint = www.example.jp:51820

AllowedIPs = 10.100.0.0/24

PersistentKeepAlive = 30

gobogobbooobobooonon
IPSecd OpenVPN OO OODOOOODOOODOODO
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Interface |ListenPort goooooo oooooooo?
Address WireGuard D OO O
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Peer
AllowedIPs WireGuardO OO O OQOQOQOQoooonO
. . . NATO O OOOOO
PersistentKeepAlive NATO O O O OO0 0O O KeepAlive 00O 0O [O] o0ooon
HRN

O00000000000000 “wg-quick"DO0000O0O00O0O0D0OOO0O00OO0OO

e IO OU

root@server:/etc/wireguard# wg-quick up wg0
link add wg0 type wireguard

setconf wg0 /dev/fd/63

address add 10.100.0.1 dev wg0

link set mtu 1420 up dev wg0

[#]
[#]
[#]
[#]
[#]

ip
wg
ip
ip
ip

route add 10.100.

e JOODOOOO

0.10/32 dev wg0

root@plum:/etc/wireguard# wg-quick up wg0
link add wg0 type wireguard
setconf wg0 /dev/fd/63

address add 10.100.0.10 dev wgO
link set mtu 1420 up dev wg0

[#]
[#]
[#]
[#]
[#]

gd

ip
wg
ip
ip
ip

route add 10.100.

0.0/24 dev wg0

WireGuard 0D 00000000000 OODOO0O

goodouoooooadg

root@plum: /etc/wireguard# ping 10.100.0.1
PING 10.100.0.1 (10.100.0.1) 56(84) bytes of data.
64 bytes from 10.100.0.1: icmp seg=1 ttl=64 time=315 ms
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Last update:
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64 bytes from 10.100.0.1: icmp seqg=2 ttl=64 time=61.6 ms

64 bytes from 10.100.0.1: icmp seqg=3 ttl=64 time=61.0 ms

~C

--- 10.100.0.1 ping statistics ---

3 packets transmitted, 3 received, 0% packet loss, time 2003ms
rtt min/avg/max/mdev = 61.026/145.997/315.278/119.700 ms

mae3xx_ope:use_wireguard_vpn:start https://ma-tech.centurysys.jp/doku.php?id=mae3xx_ope:use_wireguard_vpn:start

gdodouooooogg

root@server:/etc/wireguard# ping 10.100.0.10

PING 10.100.0.10 (10.100.0.10) 56(84) bytes of data.

64 bytes from 10.100.0.10: icmp seq=1 ttl=64 time=552 ms
64 bytes from 10.100.0.10: icmp seq=2 ttl=64 time=45.8 ms
64 bytes from 10.100.0.10: icmp seq=3 ttl=64 time=45.0 ms
64 bytes from 10.100.0.10: icmp seq=4 ttl=64 time=63.8 ms
64 bytes from 10.100.0.10: icmp seq=5 ttl=64 time=62.6 ms
~C

--- 10.100.0.10 ping statistics ---

5 packets transmitted, 5 received, 0% packet loss, time 4003ms
rtt min/avg/max/mdev = 45.055/154.100/552.982/199.601 ms

SSHOOOODODOODOoOoooood

root@server:/etc/wireqguard# ssh -1 userl 10.100.0.10
userl@l0.100.0.10's password:
userl@plum:~$

gobooobboooboboooboobog

0000000000000 0000DO0ODO0O0OONATODODODOODDOODODIPODODODODOO
gbobooooboo

root@plum:/etc/wireguard# ifconfig ppp0O

pppO Link encap:Point-to-Point Protocol
inet addr:100.71.46.31 P-t-P:10.64.64.64 Mask:255.255.255.255
UP POINTOPOINT RUNNING NOARP MULTICAST MTU:1500 Metric:1
RX packets:29 errors:0 dropped:0 overruns:0 frame:0
TX packets:31 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:3
RX bytes:3796 (3.7 KB) TX bytes:3620 (3.6 KB)

000000000000 0D0O0000000D0O0000 NATODODOOOODODOODOOOO SSH
oo uouo
OO0 pPODO0OO0O0OODOODOO0ODODOOOO0ODODODUOODbOObDODOODbDODO
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TIPS

MA-E3xx O PPPOO000O0ODODOO0O

v4.x 00 (Ubuntu 18.04LTS) 0O O O

systemd O service (wg-quick@.service) 00 0000000000 O0O0OO

root@plum:~# systemctl enable wg-quick@wgO

Created symlink /etc/systemd/system/multi-user.target.wants/wg-
quick@wg0.service - /lib/systemd/system/wg-quick@.service.
root@plum:~#

v2.x 00 (Ubuntu 14.04LTS) OO O

Jetc/ppplip-up.d/ 0 wg-quick 00000 0000000000000 O0OQPPPOOOCOOO
WireGuard 000000000000

/etc/ppp/ip-up.d/9999wireguard

#! /bin/sh
#
# ip-up script for WireGuard

if [ "$PPP_IFACE" = "ppp0" 1; then

logger -t ip-up "$PPP_IFACE up -> up WireGuard."

(sleep 5 && wg-quick up wg0 && ping -c 10 10.100.0.1) &
fi

ogooooon

O00DO0 “Peer" 0OO0D0OD0DO0ODODOODOODODOODO

/etc/wireguard/wg0.conf

[Interface]

#OUOOOOOOO

PrivateKey = eJIfe+fVRyhAHf1IKNOIyKLTauAgpwoOLbqqgFXP/0Y=
Address = 10.100.0.1

ListenPort = 51820
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[Peer]
#00000000000
PublicKey = YscbtYtcfuHwkpkzlwXkQxNBnq7+DJ0cOh+xYRIwymo=

AllowedIPs = 10.100.0.10/32

[Peer]
#0000000000O 1
PublicKey = 0yMpcsHfBKpkSnx1933rzZWpU2zkgfusZnf/pkdJ6ix4=

AllowedIPs = 10.100.0.11/32

[Peer]
#0000000000 2
PublicKey = vKjYvuQ4qqgFZi9HOCrJ2UW40opg9YWS5eMCGz/B8Kwg=

AllowedIPs = 10.100.0.12/32

Joooooon

“Peer” O “AllowedIPs” 0D OO0O00O0O0OOO0ODODOOOODOOOODOODOOOODO

172.16.00/16 000 00CO0O00OODOOOCOOOO

/etc/wireguard/wg0.conf

[Interface]
PrivateKey = eJIfe+fVRyhAHf1IKNOIyKLTauAgpwoOLbqqgFXP/0Y=

Address = 10.100.0.1
ListenPort = 51820

[Peer]
PublicKey = LU9wj74KIc5ND+F76Amw9GyrLrwgLmBT9J0XTEaPqAY=

AllowedIPs = 10.100.0.10/32, 172.16.0.0/16

LANOOOOO WireGuard 0000000000

LANOOOOOOOOobooooboobuobDooLANODOoOoobobouoobuobobouooboo

ERERERN
oo UUUgd
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wg0: 10.100.0.0/24

192.168.253.0/24

WireGuard 28T
LANFIO BES3 (CF L1200 |

192.168.253.2

MA-E3xx 0 O WireGuard O 0 0 00O O O O PostUp/PreDown O WireGuard 000000000000
O00D0O0000 MASQUERADEO DO OOOODODOODOODOD

/etc/wireguard/wg0.conf

[Interface]
PrivateKey = KEZJID3XwR4C93FQV4k3kxKXZN41b3BteQ8QmidevC08=

Address = 10.100.0.10
PostUp = iptables -t nat -A POSTROUTING -s 10.100.0.0/24 -j MASQUERADE

PreDown = iptables -t nat -D POSTROUTING -s 10.100.0.0/24 -j MASQUERADE

[Peer]
PublicKey = 27XZDfokt17uJZ+pvGXIRgLK2RMiPk55d12rzdDzAVY=

EndPoint = www.example.jp:51820
AllowedIPs = 10.100.0.0/24
PersistentKeepAlive = 30

OO00O00D00 LANODODOOOODOoooooooboooobooo

/etc/wireguard/wg0.conf

[Interface]

PrivateKey = CGqjI+42VOTFA699RT5SRd/+HWmUnwFudhh+vjToGWw=
ListenPort = 51820

Address = 10.100.0.1

[Peer]

# MA-E3xx
PublicKey = PgXan/MXjXWQkwesEqkVUN1ggg6XyB8f86yr96ZiDio=
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AllowedIPs =

10.100.0.10/32, 192.168.253.0/24

% MA-E3xx 0 LAN[192.168.253.0/24 0000000000000 0O0O0OO

goo

Internet D0 0000000 LANODOOODOOOOODOODOODODOODOO

root@server:~# traceroute 192.168.253.2
traceroute to 192.168.253.2 (192.168.253.2), 30 hops max, 60 byte packets
1 10.100.0.10 (10.100.0.10) 1117.021 ms 1116.872 ms 1116
2 192.168.253.2 (192.168.253.2) 1116.687 ms * 1116.487 ms

root@server:~# ping -c 5 192.168.253.2
PING 192.168.253.2 (192.168.253.2) 56(84) bytes of data.

64 bytes from
64 bytes from
64 bytes from
64 bytes from
64 bytes from

192,
192,
192.
192,
192,

--- 192.168.253.2
5 packets transmitted, 5 received, 0% packet loss, time 4006ms
rtt min/avg/max/mdev = 43.751/163.511/610.198/223.556 ms

168.253.2: icmp seq=1 ttl=63 time=610 ms
168.253.2: icmp seq=2 ttl=63 time=47.5 ms
168.253.2: icmp seq=3 ttl=63 time=45.4 ms
168.253.2: icmp seq=4 ttl=63 time=43.7 ms
168.253.2: icmp seq=5 ttl=63 time=70.6 ms

ping statistics ---

gobogoboodboboooboobooood

ogdooboboboooooouoboobboooooda

.762 ms

O000000O00O0O00OO0OOiPhone, Androd000000CO QROOOOOODOOOOODOOD

HEN
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2emP 3m+ JWP2Y

pit grencode =t ansiutf8 < wgd.conf

1)

gbimbooobobdooobooooboboooboon
2)

51820000000
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