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o (MA-S110) O OO LTE Network PLMN O O 0O O
firmup
o 00O0O0O Firmware File O SUM(SHAL/MDS) OO OO ODOOoDOOoOODOOOOOO
Package O O
o luajit0 O
logrotate
o “mosquitto” 0 OO OO
battery mon O O (MA-S120/LxD-B Battery 0O O)

v5.3.4

e Kernel O O
o devicetree: XIO_ID: 0x07(Battery/DI-12/D0O-4) O O
e udevrule 00O
o EC25/EG25 000 0000O/0000000000
e WebUl O O
o NTP: ntp server O “iburst" OO0 00O 0OO0OOOODOO
o NTP: ntpd/chrony O O O
o LTE: RSRP, RSRQ O O OO, RSSI: dBm OO 0O

LTE Module PLMN

AML574 SOracom.ic Jnknown

Revision PDP Type Metwork

IMEI Signal Level Attached

JoaLd 3 irue

IMSI Connected
44010 J g

ICCID

Telephone Number

e mobile_watch ng O O
oo sSMSOOOO™®
o Quectel Module” 0 DDODODOOOO
o LTE module RSRP/RSRQ 0 0 O O

e |ogrotate
o SSHattack OO O btmpODOODODODOODODODOODOODOODOOODO 1IMBO
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OQrotate O O O O
e 00DDODODODDODOOODDOOO
o AddressOx48 OO oooooon™®

v5.3.3

e Kernel O O
o RS911x WLAN driver 0 O O memory leak® 0 0
e WebUI OO
o WireGuard: API Post 0 O ListenPort/PeerPort 0 0O O 0O
o LTE:PPPI/FO IPAddress OO0 D00 O0DODOOOOODODODODODOOOODODOO

v5.3.2

Package O O
° gpsd
Package 0 O
o PolicykKitOO O OO
Kernel O O
o RTCdriver: rtcwake DD 0000 0DO0D0DO0OD0DOO0OODOODOOO
WebUI O O
o WireGuard: 10 000*0000000000000000000O00O0
o dnsmasq: 00O I/F*”0 DHCPServer 1000 0000000000000000O0O
o Network: DHCPO O OO OODO “address” 0000000000000
pppcounter
0001000000 TimezoneODOOOOOO

v5.3.1

WebUI O O
o Application Server 00 OO O
o WirelessLAN
» 2.4GHz/5GHz 0 0 802.11n/HT40+/HT40- 00D 0D0O0OOOODO
o DHCP server(dnsmasq)
 JO00000000000gdnsmasq0 DNSO OO OODOOO0OOODOOOoOooog
ODNSODDOOoOoooo®ooo
mobile_watch / mobile_info
o AMLS74A0 000000 ATCommand D OO DODODOODOODOODOOOODO wait
oo
c 000000000000 DOO0O0ODO0OO0ODOOOoOoooooooooog™
oSMOOO0ODDOOO0ODOOOODDOOO0ODDODOOO0DOOOODDOOOODDODOOODOO
goooad
O0000D00000 MSP430 firmware
o(DIDO)IDUODODODODODOODODODOODOO
e gen_pppconfig(PPP config O 0O0)
o Quectel Module®™ O PLMN O OO OO
o Quectel Module: 00000000 chatscriptooon®*
o 00000000 refure-chap /refuse-pap 000000
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c0D00D0O0000ODOODO0ODOO ATOOODOO chatscriptC OO
e pppcounter
o JSTO OO Timezone DO O OODOODOOODO
e awall
o Zone “Closed” O Filter Policy 0 O OUTPUT O “ACCEPT" D0 D0 ODOOOODOOO
cawallD O OO ODOOO iptablesO 000 OO0OO0OOOOOOO
e dnsmasq(systemd)
o 000000 Restart Option O O

v5.3.0

ooobobooob@EooobobobDooboboDUooDb0obobDUoUobobDobobOUoDbOo

D0O00000000)
PPP

o AML574 00 00O (MA-S110/L) DOKDDICRGO O OODOO
nim_ddns (DynamicDNS client)
o DynamicDNS 0 0 0 O O MQTT Broker O publishOoooono*”
cJODOOOODOTLSOODODOOO
WebUl OO
c 000000000 DOOO0OONameserver000- DO0O0DO00D0OODO0ODO®000OOO0
good
oWirelesstANO O ODOODOODOOOOOOOO
o NTPOODODOO ApplicationServer 00000000000 DOOO
o AML574 00 OO (MA-S110/L) DO KDDICRGOD D OOODOooooog®
o 0000 (FQDN) validation 0 0°?
o DynamicDNSO OO O ODOOOOOOOOOO
cHTTPOOOODODOODODODO(MQUODO -»WebOODOO)
e Package O O
o mosquitto (MQTT broker)
e Package OO
o QpenSSLO OO OO

v5.2.1

e Kernel(dtb) O O
oshutdown-hO OO OoOooooUooooooooooo

v5.2.0

e WebUI OO

o WirelessLAN O O O O O O (Station/AP)

o Ethernet 0 OO “bridge” 00O DOODODOODOOODOODOODO
e Kernel O O

oJO0OO0O LANOOOOOO

o RS9116 WLAN/Bluetooth/BLEO OO OO OOOODOOO

o WireGuard O O (v1.0.20210219)

o OMRONO OO OOOOO
e dnsmasq
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v5.1.2

Kernel O O
o Linux 5.4.81-linux4sam-2020.10+
o WireGuard O O (1.0.20210124)
o DI, DI Counter0 00000 standby mode OO O wakeup OO O O(@OOOOO)
o WiFi/Bluetooth/BLE module firmware [0 00 (1610.2.1.2.0001)
godooooododoooooooooooonon
WebUI O O
c 000000000000 LTEmodule0 0000000000 (RSSH?’0O0O00
o Consolelogd0 OO0
ppp.service 0 O
o networking.service 00D O QOO0
ogoodooon
o EC25 0000000
o EG25-GOODDOOO0O
bootloader O O
oboardrevisionO DO ODOODODODOODOOODODODOOOODOODOOO
e pppcounter
o OO0 parsed
bootinfo
o 000D0O/O00D000DODOQshutdown/reboot D 000D ODOOOODOODOOODOO
console-log
o 00000 shutdown/reboot D0 D00 ODO0DODOODODODODOOODOOOOODOOO
good- googd

v5.1.1

e JOODOOODO
e OpenSSL O 0 0O O O (CVE-2020-1971)

v5.1.0

e Kernel (DeviceTree) O O
o ttyS3(RS485)0 00 000000000

e« WebUlOO ([UOJWebUIDOOOO)

e Nim_DDNS O O
oWarplinkDDNS OO D OOOODUODOOODODOODOOODOO

v5.0.0
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e Ubuntu 20.04LTS base 1st 0 O O O

For Azure loT Edge

e Azure loT Edge Included

Alpine Linux 0 0O [

SORACOM 0 OO

SORACOM O OO firmware

initramfs rootfs firmware

Alpine Linux O miniroot + o O initramfs 00 0000000000000 O00OODOOOODO
[O O] AlpineLinux initramfs firmware
gbdooooooodououonooooooodouoooooooooooouoon

¥ KernelOOO UbuntuOOOOOODOOOODOOOOODOOOOODOOOOO

firmware
File Stat SHA1SUM Info
2020/12/22
alpine_initramfs_firm_testing.img|15:56 6.1 |431c74f178c8a0e44c639c4781437a7524fd434a|preview
MB
rootfs
File Stat SHA1SUM Info
. - 2020/12/22 ,
alpine_rootfs_for initramfs.tar.xz 16:11 3.7 MB 5f203fbe47e03fef2f3dc517617fc38dfe05b792|preview
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MA-S1xx /MA-P160 00 00O

SORACOM Harvest ADC demo firmware

SORACOMHarvest 0 0 0000 00000000000 0000ADOOOODOOOOOOOO

gooooooogo

firmware

File

Stat

SHA1SUM

Info

HarvestDemo_v1_1 0.img

2022/06/28 19:08

10.5 MB

441e0151886193c88166336bed4alllbcbellceec

v1.1.0

root filesystem

File

Stat

SHA1SUM

Info

2023/09/12
alpine_rootfs_harvest demo _v1_1 0.tar.xz|19:37 6.5
MB

b8705f6c36e8b6dad35f9c445c734e37d8eech77

v1.1.0

SDcard boot [0 bootloader

File

Stat

SHA1SUM

Info

KB

2022/09/07
sdboot_bootloader.zip|12:22 375.9

fb947af3fbel757ede4860e179f1d67dd6048e7a

at91bootstrap

+ barebox

55)

$ unzip -1 sdboot bootloader.zip
Archive: sdboot bootloader.zip

Length Date

Time

15361 2020-11-09 10:36
459267 2020-11-09 10:36

474628

Name

boot.bin

barebox.bin

2 files

Bootloader Only Update firmware

Bootloader 00 00 DODODO0DODOOOOODODOO

0000000000 0o000oooo00ooooooooon

File

Stat

SHA1SUM

Info

2023/04/20

barebox_update v6 0 0.img|08:07

364.1 KB

1b07ff9b00c943f966195997f850ec721674dd1e

g

v6.0.0/v5.5.2
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Ubuntu 22.04LTS(Jammy Jellyfish) 0 0O [

File Stat SHA1SUM Info

2023/04/19
mas1lxx_rootfs_jammy v6_0_0.tar.xz|10:43 55.9 |c101260c15aba08bae572a0a8b9f09d0a50b958a|v6.0.0
MB

2023/05/31
maslxx_rootfs jammy v6 0 1.tar.xz|07:13 55.4 |9f8883d42187a69592¢c54c56f4be59721458b3f0 |v6.0.1
MB

2023/10/12
maslxx_rootfs jammy v6 1 0.tar.xz|11:24 57.8 |4b77385638b4598d847c0fd82be8f8ea3ad60334 |v6.1.0
MB

2023/12/03
maslxx_rootfs jammy v6 1 1.tar.xz|20:19 57.8 |€98902479f95f91b56791e013a2c6b612bb75b1b|v6.1.1
MB

2024/03/22
maslxx_rootfs jammy v6 2 0.tar.xz|09:11 58.8 |43510c210065bfd9d4cd847fe0e375da8c442cf4 |v6.2.0
MB

2024/05/17
mas1lxx_rootfs jammy v6_2 1.tar.xz|08:59 58.6 |de44b2f8198ce6a25247e8bcf687287238c61e54 |v6.2.1
MB

2024/05/17

maslxx_rootfs jammy v6 2 2.tar.xz|08:58 58.5 |eabfade4bbbb1345¢c17167ec5b5b778f4798dd4b |v6.2.2
MB

a/B/rc

File/Stat SHA1SUM Info

Ubuntu 20.04LTS(Focal Fossa) (0 [0 [

File Stat SHA1SUM Info

2020/09/29
mas1xx_rootfs_focal_v5_0_0.tar.xz|08:19 52.4 |546d90636523a9b2b6659c083d39f31a4ae969b3|v5.0.0
MB

2020/11/06
maslxx_rootfs focal v5 1 0.tar.xz|16:21 54.2 |fcbf88481c8d216fd110376dca694d72f081a843 |v5.1.0
MB

2020/12/11
maslxx_rootfs focal v5 1 1.tar.xz|08:19 54.2 |9fbb8fb97e00ac64496b8c6deb01672406641421 v5.1.1
MB

2021/03/22
maslxx rootfs focal v5 1 2.tar.xz|10:18 54.8 |257261469fe89a75905e77722979361bb092d3ca|v5.1.2
MB
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MA-S1xx / MA-P160

gooo

File

Stat

SHA1SUM

Info

mas1xx_rootfs_focal_v5_2_1.tar.xz

2021/06/01
17:54 55.5
MB

07ae821e0d27c2¢552162227e81ed3b7dec59c21

v5.2.1

maslxx_rootfs focal v5 3 0O.tar.xz

2021/09/14
19:51 56.8
MB

ff550188d43487ad0bcccff82eb6aae26fcb8c49b

v5.3.0

maslxx_rootfs focal v5 3 1.tar.xz

2021/12/15
14:22 56.8
MB

2fbe72200a22200ebc2c993046b7alal5d8bf896

v5.3.1

maslxx_rootfs focal v5 3 2.tar.xz

2022/02/18
10:52 57.7
MB

d5b0ef69850d509e9ef33e97b71a8e2b6c6441fd

v5.3.2

mas1xx_rootfs_focal_v5_3 3.tar.xz

2022/03/25
10:48 57.7
MB

5117bcefdcd4c5b5c285077dch2665811967d2e8

v5.3.3

mas1xx_rootfs_focal_v5_3 4.tar.xz

2022/07/19
11:46 58.3
MB

5917428674f855d0elc6b0e8587f44cc97al31f7

v5.3.4

mas1xx_rootfs_focal_v5 4 0.tar.xz

2022/11/14
13:04 58.9
MB

398cbbf0a020b0ad60c0889272ef2c009e14e41a

v5.4.0

mas1lxx_rootfs_focal_v5 4 1.tar.xz

2022/12/13
19:00 58.6
MB

e5dbf831ac24998923d542589b048de6a3446583

v5.4.1

maslxx_rootfs focal v5 5 0O.tar.xz

2023/01/24
18:23 58.2
MB

baac9fbbb05b148al129aacc64ae62b92b44baall

v5.5.0

maslxx_rootfs focal v5 5 1.tar.xz

2023/04/10
09:12 58.2
MB

€a6e29cf08bd678d55c0349160dcf90057288c17

v5.5.1

mas1xx_rootfs_focal_v5 5 2.tar.xz

2023/04/19
17:30 58.2
MB

5965abel24a431d5a92cbf434fabffla280ddde9

v5.5.2

mas1xx_rootfs_focal_v5 6 _0.tar.xz

2023/05/31
07:16 57.8
MB

78d8b6cdb33343bf5010e132876ecc150ac759df

v5.6.0

mas1xx_rootfs_focal_v5_6_1.tar.xz

2023/07/20
07:3057.9
MB

ef2a9658ede5d65414ef6987bc6077b6d0bb8b2e

v5.6.1

mas1xx_rootfs_focal_v5_7_0.tar.xz

2023/09/01
09:26 57.5
MB

f7b31e23764b90b9583e098b47d2e8a3dc2abfa9

v5.7.0

maslxx_rootfs focal v5 7 1.tar.xz

2023/10/12
11:21 57.5
MB

d38d742a3f2add47454f3ff8cfe6a25868dcdd1lb

v5.7.1

maslxx_rootfs focal v5 7 2.tar.xz

2023/12/03
20:27 57.5
MB

6f9348462d91ab5ef9400a8f1ffac096854104f2

v5.7.2

maslxx_rootfs focal v5 8 0.tar.xz

2024/01/29
09:3357.5
MB

1586056a9b096f6aeb8b845cd9df5d757a96af8a

v5.8.0
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